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ABSTRACT 

Genera l  p r i n c i p l e s  d e r i v e d  from e x p e r i e n c e  
i n  a c h i e v i n g  h i g h  r e l i a b i l i t y  i n  t a c t i c a l  
weapon sys tems are  s e l e c t i v e l y  summarized 
f o r  a p p l i c a t i o n  t o  new t e c h n o l o g i e s  i n  
u n u s u a l  envi ronments  

INTRODUCTION 

The G e n e r a l  Chairman of this meet ing ,  i n  s u g g e s t i n g  s o m e  
t o p i c s  f o r  t h i s  p a p e r ,  observed t h a t  much of  t h e  tech:nology 
which i s  i m p o r t a n t  i n  p r e c i s e  t i m e  and t i m e  i n t e r v a l  a p p l i -  
c a t i o n s  i s  new and immature i n  t h e  s e n s e  t h a t  it  has n o t  
been f u l l y  q u a l i f i e d  f o r  t h e  most demanding f i e l d  applica- 
t i o n s .  T a c t i c a l  weapon sys tems ,  w h i l e  d i f f e r e n t  i n  m.any 
r e s p e c t s  from PTTI  a p p l i c a t i o n s ,  p robab ly  face s i m i l a r  r i s k s  
i n  a c h i e v i n g  r e l i a b i l i t y  i n  development .  A s u p e r s o n i c  
gu ided  m i s s i l e ,  f o r  example, must cope w i t h  c o n t i n u i n g  
m o d e r n i z a t i o n  of i t s  s t a t e - o f - t h e  a r t  s e n s o r s ,  o s c i l l a t o r s ,  
and o t h e r  s p e c i a l - p u r p o s e  d e v i c e s ,  and i t  must o p e r a t e  
r e l i a b l y  i n  s e v e r e  envi ronments  i n c l u d i n g  h igh  and low 
t e m p e r a t u r e ,  shock, and v i b r a t i o n .  Pe rhaps  some of t h e  
l e s s o n s  l ea rned  i n  t h e  development  of t a c t i c a l  weapons can  
t h e r e f o r e  be of v a l u e  i n  PTTI  a p p l i c a t i o n s .  

PRINCIPLE N O ,  I: START EARLY 

During development  t h e  r e l i a b i l i t y  of a d e s i g n  grows a s  t h e  
s o u r c e s  of  f a i l u r e  a re  u n e a r t h e d  and e l i m i n a t e d .  I n  t h i s  
c o n t e x t  r e l i a b i l i t y  i s  more o r  l e s s  synonymous w i t h  matur- 
ity, whereas s t a t e - o f - t h e - a r t  technology i s  by d e f i n i t i o n  
i n f a n t i l e .  I t  f o l l o w s  t h a t  any s u c c e s s f u l  approach t o  t h e  
problem w i l l  r e q u i r e  a n  e a r l y  s t a r t  and a n  a c c e l e r a t i o n  of 
t h e  normal p r o c e s s e s  f o r  a v o i d i n g  o r  removing t h e  roolt 
c a u s e s  o f  f a i l u r e  ( F i g u r e  1 ) .  



But many f a c t o r s  i n h i b i t  a n  e a r l y  s t a r t .  C a u t i o u s  program 
managers are r e l u c t a n t  t o  t r a n s f e r  f u n d s  a l l o c a t e d  t o  t h e  
downstream " c u r a t i v e "  e n g i n e e r i n g  i n t o  t h e  c a t e g o r y  of 
ups t ream " p r e v e n t i v e "  e n g i n e e r i n g .  After a l l ,  t e s t i n g  i s  
c e r t a i n  t o  produce  f a i l u r e s ,  whekeas a n  a n a l y s i s  has o n l y  a  
p r o b a b i l i t y  o f  p a y o f f .  Then t o o ,  managers who have grown up 
under  the heavy i n f l u e n c e  of  Murphy's Law do n o t  n e c e s s a r i l y  
b e l i e v e  t h a t  t h e  r e a l l y  b i g  f a i l u r e s  a r e  p r e v e n t a b l e .  
Fur the rmore ,  s t a t e - o f - t h e - a r t  d e s i g n s  d e a l  w i t h  a r c a n e  con- 
c e p t s  t h a t  do  n o t  e a s i l y  y i e l d  t o  a n a l y s i s  nor  r e a d i l y  
r e v e a l  t h e i r  weaknesses .  A l s o ,  t h e  r e l i a b i l i t y  e x p e r t s  do 
n o t  come from a n  a n c i e n t  and u n i v e r s a l l y  admired d i s c i p l i n e ,  
and t h e i r  m i n i s t r a t i o n s  a r e  n o t  a lways  t r u s t e d .  

For these r e a s o n s ,  it  is  n e c e s s a r y  t o  a d o p t  a h i g h - l e v e l ,  
d e l i b e r a t e ,  we l l - f  ocused management d e t e r m i n a t i o n  t o  a t t a c k  
u n r e l i a b i l i t y  a t  t h e  b e g i n n i n g ,  t o  mus te r  up a l o t  of 
i n t e r e s t  and e x c i t e m e n t  i n  specific approaches ,  and t o  
reward c r e a t i v e  p l a n n i n g  and s u c c e s s f u l  e f f o r t .  A good way 
t o  converge  q u i c k l y  on a  p l a n  of  a c t i o n  i s  t o  p r e p a r e  a  l i s t  
of t h e  d e v i c e s  o r  d e s i g n  e l e m e n t s  t h a t  a r e  immature, and 
i d e n t i f y  f o r  each  i t e m  on t h e  l i s t  a  series of t a s k s  t h a t  
w i l l  r e d u c e  t h e  r i s k .  What f o l l o w s  i s  a  d i s c u s s i o n  of some 
of t h e  more u s e f u l  t a s k s .  

PRINCIPLE N 0 . 2 :  KEEP I T  SIMPLE 

Complexity and s o p h i s t i c a t i o n ,  o b v i o u s l y ,  are t h e  pr imary  
o b s t a c l e s  t o  t h e  achievement  of r e l i a b i l i t y  i n  t h e  initial 
design. On t h e  o t h e r  hand, a s i m p l e  d e s i g n  ( F i g u r e  2 )  i s  
s t r a i g h t f o r w a r d ,  we l l -ba lanced  i n  i t s  accomplishment  of  t h e  
e s s e n t i a l  r e q u i r e m e n t s ,  and f r e e  of f r i l l s - - o n e  might  s a y  
it i s  e l e g a n t  i n  c o n c e p t .  Bu t  how c a n  s i m p l i c i t y  b e  
a c h i e v e d  w h i l e  s t r i v i n g  for  some new and d i f f i c u l t  l e v e l  of 
performance? 

An e f f e c t i v e  ( b u t  o f t e n  n e g l e c t e d )  p r o c e d u r e  f o r  a c h i e v i n g  
a  b a l a n c e d  d e s i g n  i s  t h e  d e s i g n  t r a d e  s t u d y  ( F i g u r e  3)  . 
I t s  v a l u e  l ies  i n  f o r c i n g  a l t e r n a t i v e  d e s i g n  s o l u t i o n s  t o  
t h e  s u r f a c e ,  i n  c l a r i f y i n g  t h e  r e l a t i v e  impor tance  o f  
r e q u i r e m e n t s  ( i n d e e d  p r o v i d i n g  t h e  b a s i s  f o r  d e l e t i n g  
r e q u i r e m e n t s  t h a t  a r e  " c o s t l y "  i n  one way o r  a n o t h e r ) ,  and 
i n  suggesting back-up d e s i g n s  i n  case the  pr imary  s e l e c t i o n  
f a i l s  t o  p rove  o u t .  The t r a d e  s t u d y  t e c h n i q u e  a d a p t s  w e l l  
t o  t h e  s i m u l a t a n e o u s  a n a l y s i s  o f  m u l t i p l e  p a r a m e t e r s  ( r e l i a -  
b i l i t y ,  w e i g h t ,  power consumption,  c o s t ,  e t c . )  and i s  a n  
e x c e l l e n t  mechanism f o r  b r i n g i n g  d e s i g n  f e a t u r e s  and weak- 
n e s s e s  o u t  o f  t h e  ha l lowed shadows o f  t h e  e x p e r t  mind. 



Anothe r  method f o r  p romot ing  s i m p l i c i t y ,  e s p e c i a l l y  on 
l a r g e r  s y s t e m s ,  i s  component s t a n d a r d i z a t i o n .  The b e n e f i t ,  
o f  c o u r s e ,  i s  r e d u c e d  v a r i a b i l i t y  and t h u s  f ewer  s o u r c e s  o f  
f a i l u r e .  But  where  a d e s i g n  a p p l i e s  redundancy  a s  a way o f  
compensa t ing  f o r  low r e l i a b i l i t y ,  one  mus t  beware  o f  
s t a n d a r d i z a t i o n  i n  t h e  p a r a l l e l  components ,  f o r  u n d e r  s e v e r e  
stress t h e y  w i l l  t e n d  t o  s u f f e r  t h e  same f a i l u r e  modes,  t h u s  
n e g a t i n g  t h e  assumed i n d e p e n d e n c e  i n  t h e  p r o b a b i l i s t i c  model 
t h a t  j u s  t i £  i e s  t h e  r edundancy .  

Ano the r  t e c h n i q u e  f o r  a c h i e v i n g  d e s i g n  s i m p l i c i t y  i s  the 
FMEA ( F a i l u r e  Modes and E f f e c t s  A n a l y s i s )  . T h e r e  a r e  many 
d i f f e r e n t  w a y s  t o  d o  a n  FMEA, and  t h e  s c o p e  o f  t h e  anm21ys i s  
c a n  b e  a d a p t e d  t o  d e s i g n s  o f  d i f f e r e n t  s i z e s .  I n  ess lence,  
t h e  o b j e c t  of t h e  FMEA i s  t o  examine  t h e  -- d a r k  s i d e  of  t h e  
d e s i g n .  The b r i g h t  s i d e ,  of c o u r s e ,  i s  how i t  works or  i s  
supposed  t o  work ,  w h e r e a s  t h e  d a r k  s i d e  i s  how i t  c a n  f a i l  
and w h a t  w i l l  be t h e  consequences  of f a i l u r e .  A good way t o  
p e r f o r m  t h e  FMEA i s  w i t h  a team composed of  t h e  d e s i g n  
e n g i n e e r ,  t h e  s y s t e m s  e n g i n e e r ,  and  t h e  r e l i a b i l i t y  e n g i n e e r .  
P o o l i n g  t h e i r  d i f f e r e n t  v i e w p o i n t s  c a n  o f t e n  l e a d  t o  a 
s i m p l i f i e d  d e s i g n  i f  t h e y  d o  t h e  a n a l y s i s  e a r l y  i n  t h e  
deve lopmen t  p r o c e s s w h e n  changes  a r e  s t i l l  r e l a t i v e l y  e a s y  
t o  i n c o r p o r a t e .  

P R I N C I P L E  NO.  3:  MAKE IT STRONG 

Assume now t h a t  a n  a t t e m p t  h a s  been  made t o  s i m p l i f y  t h e  
d e s i g n ,  w i t h  a c o n c e n t r a t i o n  o f  e f f o r t  on  t h e  s t a t e - o f - t h e -  
a r t  t e c h n o l o g i e s  t h a t  w i l l  domina te  t h e  f a i l u r e  r a t e  o f  t h e  
o p e r a t i n g  s y s t e m .  The f i n a l  s t e p  i s  t o  t a k e  t h e  r e s u l t i n g ,  
o p t i m i z e d  d e s i g n  c o n c e p t  and make it s t r o n g  enough t o  w i t h -  
s t a n d  i t s  u s a g e  e n v i r o n m e n t .  

The g e n e r a l  c o n c e p t  of c o n s e r v a t i v e  d e s i g n  ( F i g u r e  4 )  t a k e s  
t h e  v iew p o i n t  t h a t  e n v i r o n m e n t a l  s t ress  i s  t h e  u l t i m a t e  
c a u s e  of f a i l u r e ,  so  t h a t  f a i l u r e  p r e v e n t i o n  i s  a m a t t e r  of  
a s s u r i n g  a d e q u a t e  s e p a r a t i o n  be tween  e x p e c t e d  s t r e n g t h  and  
e x p e c t e d  stress. 

T o  b e g i n  with, i t  i s  n e c e s s a r y  t o  d e f i n e  t h e  e n v i r o n m e n t s  
w i t h  f u l l  r e s p e c t  f o r  t h e i r  l e t h a l i t y ,  w i t h  r e g a r d  f o r  n o t  
o n l y  their a v e r a g e  v a l u e s ,  b u t  a l s o  f o r  t h e i r  n a t u r a l  
v a r i a b i l i t y  and w o r s t - c a s e  v a l u e s .  The d e s i g n  s p e c i f i c a t i o n  
must r e f l e c t  t h e s e  w o r s t - c a s e  e x p e c t a t i o n s .  



Then t h e  s t r e n g t h  o b j e c t i v e  i s  e s t a b l i s h e d ,  e i t h e r  i n  t h e  
same s p e c i f i c a t i o n  o r  i n  f o r m a l i z e d  d e s i g n  g u i d e l i n e s .  
~ d e a l l y  t h e  s t r e n g t h  r e q u i r e m e n t  w i l l  t a k e  t h e  form of a 
safety marqin,  which sets  s t r e n g t h  as a f u n c t i o n  of  b o t h  i t s  
a v e r a g e  and i t s  v a r i a n c e .  O r ,  when t h e  v a r i a n c e  i s  not known 
o r  i s  n o t  a  problem, t h e  o b j e c t i v e  w i l l  take t h e  form of a 
s a f e t y  f a c t o r  ( f o r  mechan ica l  d e s i g n s )  or a  d e r a t i n g  f a c t o r  
( f o r  e l e c t r o n i c  d e s i g n s )  . 
F i n a l l y ,  t h e  s t r e n g t h - m i n u s - s t r e s s  d i f f e r e n c e  i s  c o n t r o l l e d  
by a n a l y s i s .  T h a t  is,  a stress a n a l y s i s  i s  performed on the 
d e s i g n  b e f o r e  it i s  r e l e a s e d  s o  as t o  a s s u r e  t h a t  t h e  s p e c i -  
f i c a t i o n s  and g u i d e l i n e s  have  been fo l lowed.  Even though 
s a f e t y  f a c t o r s  a r e  a s  o l d  as e n g i n e e r i n g  i t s e l f ,  t h e y  s u f f e r  
de-emphasis whenever t h e r e  is  p r e s s u r e  t o  squeeze  e x t r a  
performance  o u t  of a  s t a t e - o f - t h e - a r t  d e v i c e .  The stress 
a n a l y s i s  i s  e s s e n t i a l ,  t h e r e f o r e ,  t o  e n f o r c e  t h e  g u i d e l i n e s ,  
t o  s u r f a c e  t h e  r i s k s ,  and t o  a s s u r e  t i m e  f o r  p u r s u i n g  a l t e r -  
n a t i v e s .  

WHEN ALL THIS FAILS 

If t h e  f o r e g o i n g  approaches  t o  p r e v e n t i v e  a n a l y s i s  do n o t  
m a t e r i a l i z e  f o r  one  r e a s o n  o r  a n o t h e r ,  w h a t  t hen?  The 
s t a n d a r d  f a l l - b a c k  p o s i t i o n  i s  t o  r e l y  on t e s t i n q ,  fo l lowed  
by d i a g n o s i s  and f i x i n g  of tes t  ~ a i l u E e s  s o  t h a t - t h e y  c a n ' t  
r e c u r .  A v e r y  good t e c h n i q u e  f o r  f l u s h i n g  o u t  problems 
e a r l y  i n  t h e  t e s t  program is  t h e  o v e r s t r e s s  s c r e e n  
( F i g u r e  5 )  ) . I n  a p p l y i n g  t h i s  t es t ,  t h e  h i g h - r i s k  d e v i c e s  
a r e  exposed t o  one o r  more i m p o r t a n t  envi ronments  t o  a s s u r e  
t h a t  t h e y  i n d i v i d u a l l y  e x h i b i t  a n  a d e q u a t e  s t r e n g t h - s t r e s s  
s a f e t y  margin.  The stress l e v e l  s h o u l d  exceed t h e  wors t -  
c a s e  e x p e c t e d  stress i n  a c t u a l  usage. The t y p e  of env i ron-  
m e n t ( ~ )  s h o u l d  b e  t a i l o r e d  t o  t h e  s u s p e c t e d  weaknesses  of  
t h e  d e v i c e .  The t e s t  s h o u l d  b e  performed as e a r l y  as 
p o s s i b l e ,  i d e a l l y  by the d e s i g n e r  o r  s u p p l i e r .  P r o p o s a l s  
f o r  t h i s  kind of  t e s t i n g  c a n  e v ~ k e  outspoken (and u s u a l l y  
unwarranted)  f e a r  of  damage and wearou t ,  which c a n  be d i s -  
p e l l e d  by e x p l o r a t o r y  step-stress t e s t i n g  of d e d i c a t e d  o r  
spare hardware.  

SUMMARY 

The key t o  a c h i e v i n g  r e l i a b i l i t y  i n  new t e c h n o l o g i e s  i s  t o  
r e a l l y  want  i t - - t h a t  i s ,  t o  a l i g n  the development team 
toward t h e  e s s e n t i a l i t y  of  r e l i a b i l i t y  r i g h t  a t  t h e  begin-  
ning. Given t h a t  s i g n i f i c a n t  a t t e n t i o n  w i l l  b e  devo ted  t o  



r e l i a b i l i t y  e a r l y  i n  t h e  d e s i g n  phase ,  there a r e  a number of 
a n a l y t i c  t o o l s  such as trade s t u d i e s  and f a i l u r e  modes 
a n a l y s i s  t h a t  w i l l  h e l p  keep t h e  d e s i g n  s i m p l e ,  and o t h e r s  
such  as d e r a t i n g  and s tress a n a l y s i s  that w i l l  h e l p  make i t  
s t r o n g .  F u r t h e r  down s t r e a m ,  when hardware i s  a v a i l a b l e ,  
a n  e n v i r o n m e n t a l  o v e r s t r e s s  s c r e e n  i n  s e l e c t e d  envi ronments  
w i l l  h e l p  expose  remaining problems.  I n  a p p l y i n g  t h e s e  
t e c h n i q u e s  s u c c e s s  w i l l  b e  directly p r o p o r t i o n a l  t o  t h e  care 
with which t h e y  a r e  t a i l o r e d  t o  fit t h e  spec i f ic  d e s i g n  
program. 
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QUESTIONS AND ANSWERS 

DR. STOVER: 

I would l i k e  t o  ques t i on  you about t h e  s imp les t  des ign because i t  
seems t o  me t h a t  one o f  t h e  most complex dev ices  we do i s  t h e  m i c ro  
process ing.  I am convinced t h a t  us i ng  i t  g i ves  us more re1  i a b l e  
equipment then  i f  you use t h e  l e s s  complex method o f  ach iev i ng  t h e  
same r e s u l t  t h a t  i t  achieves. Yet t h a t  must be by f a r  t h e  most 
complex dev ice  t h a t  we ever  use i n  e l e c t r o n i c s .  

The l i t t l e  t i n y  c h i p  has so many p a r t s  on i t ,  i t  c a n ' t  be 
looked a t  as t h e  s imp les t  approach. But g i ves  u s  t h e  sma l les t ,  
s imp les t  p r o j e c t ,  t h e  l e a s t  so l de r i ng ,  the fewest  connectors ,  t hey  
are r e l i a b l e  p roduc ts .  They a re  appear ing i n  our  automobi les  now. 
I am sure t h e  reason they  a re  t h e r e  i s  because t hey  c a n ' t  ac:hieve 
t h e  same r e s u l t  as r e l i a b l y  by o t h e r  methods. 

MR. BEAR: 

I t h i n k  t h a t  i s  a s imp le  development. 

DR. STOVER: 

You do? 

MR. BEAR: 

Yes, I do, I t h i n k  t h a t  s o l i d  s t a t e ,  t h e  programs o f  s o l i d  s t a t e  
technology i s  moving toward s imp le r  dev ices  even though you count  
t h e  gates,  i t  seems more complex. Yet t h e  r e l i a b i l i t y  i s  go ing  up. 
And t h e  reason i t  i s  go ing  up i s  t h a t  t h e  more t h i n g s  a re  be ing  
done mechan ica l l y  w i t h o u t  human i n t e r v e n t i o n  and t h a t  i s  p r i m a r i l y  
t h e  reason. We a r e  do ing  more t h i n g s  i n  a systemat ic  way and every-  
t i m e  we go t o  a new grade  of  m i c ro  processors ,  you a r e  n o t  only 
ach iev i ng  a  much h i ghe r  performance, bu t  we a re  a1 so improv ing  re- 
l i a b i l i t y .  So I cons ider  t h a t  t o  be s imple.  

DR. STOVER: 

Well,  I guess t h a t  your  d e f i n i t i o n  o f  s imple needs t o  g e t  around 
th rough  t h e  i n d u s t r y  because I am sure t h a t  t he  desg in  engineer  
who comes up w i t h  a c i r c u i t  diagram t h a t  i nc l udes  t h e  c i r c u i t s  
t h a t  a r e  on t h a t  m i c ro  c h i p  and then comes up w i t h  a l l  t h e  f i r m s  
t h a t  d o n ' t  use t h i s  m i c r o  ch ip ,  i t  i s  a  much sma l l e r  c i r c u i t  d i a -  
gram, much less  on i t  and he g ives  t h a t  t o  h i s  manager and which 
one i s  t h e  manager go ing  t o  t e l l  him i s  t h e  l e a s t  complex. 
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BEAR: 

I guess my d e f i n i t i o n  would be t h a t  s i m p l i c i t y  i s  e l i m i n a t i n g  sources 
of v a r i a b i l i t y .  

STOVER : 

How can you g e t  t he  d e f i n i t i o n  across t o  the  r e s t  o f  t he  world? 

BEAR: 

I d o n ' t  know. That i s  a good chal lenge. 

STOVER : 

Thank you. 

WINKLER: 

Thank you. I t h i n k  we have some t ime t o  t h i n k  about t h a t  and maybe 
r e t u r n  t o  t h a t  quest ion o f  s i m p l i c i t y .  I t h i n k  i t  i s  a very i n t e r -  
e s t i n g  one s ince i t  appears t o  me t h a t  re1 i a b i l  i t y  engineering o r  
p revent ion  o f  f a i l u r e  has very  much t o  do w i t h  our  a b i l i t y  t o  r a t i o -  
n a l i z e  th ings,  t o  t h i n k  ahead your idea o f  p u t t i n g  the  best  b ra ins  
together  i n t o  a rev iew group and design group as ear ly  as poss ib le .  
I t h i n k  t h a t  would be the  best way t o  a t t a c k  t h a t  f a i l u r e  t o  be ab le  
t o  foresee. 


